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In the realm of embedded systems and industrial automation, the Controller Area Network (CAN) stands as one 

of the most resilient and influential communication protocols ever devised. Originally developed by Robert Bosch 

GmbH in the mid-1980s to reduce wiring complexity in motor vehicles, CAN has transcended its automotive roots 

to become a cornerstone of medical equipment, aerospace systems, and industrial machinery. As highlighted in the 

seminal work A Comprehensible Guide to Controller Area Networkby Wilfried Voss, the protocol's brilliance lies in

its ability to provide high-speed, reliable communication in environments plagued by electromagnetic interference

(EMI).

The Fundamental Philosophy of CAN

Unlike traditional networks where data is sent from a specific source to a specific destination (address-based), 

CAN operates on a content-oriented addressingscheme. In a CAN network, the message itself carries an

identifier that defines its content and priority, rather than the address of the recipient. This allows for a multi-master

architecture where any node on the bus can transmit data when the bus is idle, and all other nodes receive the

message simultaneously. This broadcast mechanism is essential for real-time systems where multiple controllers

need the same sensor data synchronously.

Physical Layer Dynamics: Differential Signaling and Bus Topology

The physical layer of CAN is designed for extreme robustness. It typically utilizes a shielded or unshielded twisted-

pair cable to transmit signals. The core of its noise immunity lies in differential signaling.

Dominant vs. Recessive States

In CAN terminology, bits are not defined as simple high or low voltages, but as Dominant and Recessivestates.

Understanding this is critical for grasping how the network handles collisions without data loss.

•  Dominant (Logic 0): Occurs when the CAN_High and CAN_Low lines are driven apart (typically 3.5V and 

1.5V respectively). The difference is approximately 2V.

•  Recessive (Logic 1): Occurs when both lines are held at a bias voltage (typically 2.5V), resulting in a 

differential voltage of nearly 0V.

If one node transmits a Dominant bit and another transmits a Recessive bit at the same time, the Dominant bit 

always wins. This electrical property is what enables the Non-Destructive Bitwise Arbitrationprocess, ensuring

that the highest-priority message always passes through without delay.

Termination and Impedance Matching

To prevent signal reflections at high frequencies, the CAN bus must be terminated at both ends with 120-ohm 

resistors. These resistors match the characteristic impedance of the twisted-pair cable. Failure to properly

terminate the bus is the leading cause of communication errors in industrial installations, leading to signal ringing

and bit corruption.



The Data Link Layer: Frame Structures and Protocol Logic

The CAN protocol defines four primary frame types, though the Data Frame is the most frequently utilized. There 

are two versions of the data frame: Base CAN (2.0A) with an 11-bit identifier and Extended CAN (2.0B)with a 29-

bit identifier.

Breakdown of the Standard CAN Data Frame

A standard 11-bit CAN frame consists of several distinct fields:

1.  Start of Frame (SOF): A single dominant bit that synchronizes all nodes.

2.  Arbitration Field: Contains the 11-bit identifier and the Remote Transmission Request (RTR) bit. The identifier 

determines the message priority.

3.  Control Field: Includes the Identifier Extension (IDE) bit and the 4-bit Data Length Code (DLC), which 

specifies the number of bytes in the data field (0 to 8 bytes).

4.  Data Field: Contains 0 to 64 bits of application data.

5.  CRC Field: A 15-bit Cyclic Redundancy Check used for error detection.

6.  ACK Field: A 2-bit field where receiving nodes acknowledge the successful receipt of the frame.

7.  End of Frame (EOF): A sequence of 7 recessive bits signaling the completion of the frame.

Technical Analysis of Non-Destructive Arbitration

The most distinctive feature of CAN is its method of handling bus access. In networks like Ethernet (CSMA/CD), a 

collision results in both nodes backing off and retrying. In CAN (CSMA/CA), the collision is resolved in real-time. 

During the transmission of the Arbitration Field, every node monitors the bus. If a node sends a Recessive bit but

detects a Dominant bit on the bus, it realizes a higher-priority message is being sent and immediately switches to

listening mode. This ensures that the message with the lowest numerical ID (highest priority) is never delayed by a

collision.

Mathematical Representation of Bit Timing

For a CAN network to function, all nodes must agree on the bit rate. A single bit time is divided into four non-

overlapping segments:



Segment Name Purpose Duration (Time Quanta)

Synchronization Segment Synchronize various nodes on the bus 1 Tq

Propagation Segment Compensates for physical delay in 
cables

1-8 Tq

Phase Segment 1 Compensates for edge phase errors 1-8 Tq

Phase Segment 2 Compensates for edge phase errors 2-8 Tq

The total bit time is the sum of these segments. The Sample Pointusually occurs at the end of Phase Segment 1.

Proper configuration of these segments is vital for ensuring reliable communication across long cable lengths

where propagation delay becomes significant.

Error Detection and Fault Confinement

CAN is famous for its reliability, achieving a probability of undetected corrupted messages of less than 4.7 x 10^-11.

It employs five different error-detection mechanisms:

•  Bit Monitoring: The transmitter monitors the bus to ensure the bit sent matches the bit detected.

•  Bit Stuffing: After five consecutive bits of the same polarity, a bit of the opposite polarity is inserted to ensure 

edges for synchronization.

•  CRC Check: The receiver calculates a checksum to verify data integrity.

•  Frame Check: Verifies that the fixed-format parts of the frame (like EOF) are correct.

•  Acknowledgment Check: The transmitter expects a dominant bit in the ACK slot from at least one receiver.

Node Fault States

To prevent a single malfunctioning node from bringing down the entire network, CAN nodes implement a Fault 

Confinementstate machine based on two counters: the Transmit Error Counter (TEC) and the Receive Error

Counter (REC).

1.  Error Active: The normal state. The node can participate in communication and send active error flags.

2.  Error Passive: Reached when TEC or REC exceeds 127. The node can still communicate but must wait 

before transmitting and can only send passive error flags.

3.  Bus Off: Reached when TEC exceeds 255. The node is physically disconnected from the bus and cannot 

transmit or receive until it is reset.

Comparative Analysis: CAN vs. Alternative Protocols

When selecting a communication protocol for industrial or embedded applications, it is essential to compare CAN

against other standards like RS-485 or Ethernet.



Feature CAN Bus (2.0B) RS-485 (Modbus) Industrial Ethernet

Topology Multi-Master Bus Master-Slave / Peer-to-Peer Star / Ring / Tree

Standard Speed Up to 1 Mbps Up to 10 Mbps 100 Mbps - 1 Gbps

Real-Time Performance Excellent (Deterministic) Fair Very High (TSN)

Max Nodes Up to 127 (Standard) 32 - 256 Virtually Unlimited

Error Handling Hardware Integrated Software Dependent Complex Stack Based

Cable Length 40m @ 1Mbps; 1km @ 
50kbps

Up to 1200m 100m per segment

Practical Implementation: A Step-by-Step Guide

Implementing a CAN system requires careful selection of both hardware and software layers. Based on the insights 

from A Comprehensible Guide to Controller Area Network, the following steps are recommended:

1. Hardware Selection

You require a microcontroller with an integrated CAN Controller (e.g., STM32, PIC32, or TI Delfino) and a CAN 

Transceiver(e.g., MCP2551 or TJA1050). The transceiver converts the digital logic levels from the controller into

the differential voltages used on the bus.

2. Wiring and Grounding

Use high-quality twisted-pair wiring with a characteristic impedance of 120 ohms. While CAN is differential, it is

highly recommended to have a common ground reference between nodes to prevent common-mode voltage

excursions that can exceed the transceiver's limits.

3. Higher Layer Protocols (HLPs)

The raw CAN protocol only handles the first two layers of the OSI model. For complex systems, you need a Higher

Layer Protocol to manage addressing, large data fragmentation, and network management. Common HLPs include:

•  CANopen: Widely used in industrial automation and motion control.

•  SAE J1939: The standard for heavy-duty trucks and buses.

•  DeviceNet: Often used in factory automation (Allen-Bradley systems).

Advanced Troubleshooting and Common Pitfalls

Even with its robustness, CAN networks can fail due to installation errors. Effective troubleshooting involves the use

of an oscilloscope and a CAN bus analyzer.

Common Failure Modes:

•  Floating Bus: Occurs when there is no termination or only one termination resistor. This leads to signal 

reflections that appear as noise.

•  Ground Loops: In large installations, different ground potentials can cause current to flow through the shield or 

ground wire, inducing noise into the data lines.

•  Improper Bit Timing: If nodes have slightly different clock speeds or incorrectly configured Tq segments, they 



may drift out of sync, leading to intermittent CRC errors.

Diagnostic Strategy

When a network fails, first measure the resistance between CAN_H and CAN_L with the power off. It should be

approximately 60 ohms (two 120-ohm resistors in parallel). If it is 120 ohms, a terminator is missing. If it is 40 ohms,

there are too many terminators. Use an oscilloscope to verify that the dominant state differential voltage is at least

1.5V and that the signal edges are clean without excessive ringing.

The Future of CAN: CAN FD and Beyond

As modern systems demand more bandwidth, the traditional 1 Mbps limit of CAN 2.0 has become a bottleneck. 

This led to the development of CAN FD (Flexible Data-rate). CAN FD allows for a higher bit rate during the data

phase of the frame (up to 5 or 8 Mbps) and increases the data payload from 8 bytes to 64 bytes per frame. This

evolution ensures that the core principles of CAN—reliability, arbitration, and error handling—remain relevant for

the next generation of autonomous vehicles and smart factories.

By understanding the intricate balance of electrical properties and logical protocols described in Wilfried Voss's

comprehensive research, engineers can design communication networks that are not only efficient but nearly fail-

safe. The Controller Area Network remains a testament to the power of robust engineering, providing a stable

foundation for the increasingly connected world of embedded technology.
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